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Deniability

The ability to argue against presented evidence 

In secure messaging: 

deny participating in a conversation
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Deniability: Argue Against Presented Evidence

“Heimlich 
Manouvre”
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Deniability in Secure Messaging
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Why a New Model for Signal’s Deniability?

● Post-Quantum: What new protocol provides the best 
guarantees / performance? 

● Prior analyses fragmented and incomparable 
● Build on BAKE abstraction
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Flavors of Deniability

Local deniability 
● Accuser is one of the 

participants 
●Semi-Honest vs 

Malicious

Global deniability 
● Accuser is not one of 

the participants 
● Semi-Honest vs 

Malicious
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Practical Deniability

● Traditional deniability: perfect indistinguishability 
● Proposal: “plausible” deniability is good enough 
● Enables much more efficient constructions in post-

quantum setting 
● Based on hockey-stick divergence
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Update: we made a small mistake in global deniability for RingXKEM, see the full version
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New PQ Ring Signatures

● Small variations on Falcon & MAYO 
● Efficiently constructable and fast 
● Use our hockey-stick divergence deniability model
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Comprehensive Deniability Analysis of Signal Handshake Protocols

One Model for Deniability of BAKE Protocols 
● Compare deniability properties 
● Practical notion of deniability 
● Classic or Quantum adversaries 

● Harvest-now-judge-later deniability 

New Deniable Ring signatures 
● Based on Falcon and MAYO 
● Close to proposed standards 
● Efficient instantiation of RingXKEM

Full paper: https://ia.cr/2025/1090
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