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Migrating protocols to PQ:
the good, the bad, and the ugly

Thom Wiggers
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Aysajan Abidin
& Invitation to speak at workshop co-located with Eurocrypt 2026
Aan: Thom Wiggers

Hi Thom,

| am reaching out to regarding a workshop COSIC KU Leuven is organizing on 9 May, 2026.
The workshop will focus on PQ protocols and will be in Rome, co-located with Eurocrypt.
| want to invite you in advance for a talk on PQ TLS or any related topics.
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“Sure, | can give a talk on some work | did on

PQTLS or Signal or WireGuard

Public - Copyright PQShield Ltd - CC BY-SA 3
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Outline

e Post-Quantum TLS
e PQSignal
e PQ WireGuard

You decide which of these is good, bad, and/or ugly

Public - Copyright PQShield Ltd - CC BY-SA 4
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Client Server

TLS 1.3 full handshake

static (sig): pkg, sks

TCP SYN N
® Keyexchange via - TCP SYN-ACK
x«—qu
o only ephemeral key exchange g .
® Server Authentication: ysZq
y
e Handshake authentication: X :SK;F?;)

HMAC-SHA256
gY, AEADk (cert[pkg]||Sig(sks, transcript)||key confirmation)

o “keyconfirmation” -
AEADg-(key confirmation)
e AEAD:only AES-GCM or ChaCha20-Poly1305 -
AEADk~(application data)

AEADk (application data)

TLS 1.3 overview
K, K’, K”, K”: bunch of purpose-specific keys

Public - Copyright PQShield Ltd - CC BY-SA 6
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Post-Quantum TLS 1.3

Client Server

static (sig): pks, sks

TCP SYN .
) TCP SYN-ACK
AR D A -
AIAY ‘qu—;z({
CEM. EreopPgq gy
K « KDF(ss)

g9, AEA Dk (cert[pkg] ||Sig(sks, transcript)||key confirmation)

Decafls AEADg(key confirmation)
AEADg~(application data)
AEADk (application data)

Public - Copyright PQShield Ltd - CC BY-SA 7



Authentication in TLS

® Thereare signatures in TLS
e Server certificate
e Ix public key, 1x signature

® Bonus: 3x
SCTs
e Ix Signature on handshake
e Intermediate Certificate:
e Ix public key, 1x signature

Replacing all of this by ML-DSA adds

Public - Copyright PQShield Ltd - CC BY-SA
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® Certificate transparencyis a of all issued certificates
e In particular, a Merkle Tree
° detect “DigiNotar” incidents

e Hacked CA issued certificates for gmail.com
e Chrome, Firefox, Safari require Certificate Transparency

Public - Copyright PQShield Ltd - CC BY-SA 9
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is fragile

e Runningalogis hard

® Many failure modes lead to
® Runningalogis

e ~20TBdisk peryear

e ~10TB perday bandwidth
e Before PQC

Public - Copyright PQShield Ltd - CC BY-SA 10


https://datatracker.ietf.org/meeting/124/materials/slides-124-plants-certificate-transparency-today-00

- 72 SHIELD

Certificate Transparency uses Trees

e CTlogs only accept submissions from trusted CAs
e Thelistonly contains validated certificates
e Merkle Trees can produce a proof of inclusion in the tree

® Soa proof of inclusion could prove validity of the certificate!
e Inclusion proofis justa bunch of hashes

Public - Copyright PQShield Ltd - CC BY-SA n
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Merkle Tree Certificates

® Atraditional CA first , then the result and
e CT was layered on top of existing PKI
e Complications stem from the gap between issuance and logging

® A Merkle Tree CA first , then a checkpoint and collects
e Fach CAruns a separate issuance log
e [ndependent mirrors and witnesses co-sign log state

Public - Copyright PQShield Ltd - CC BY-SA 12
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Issuance and Verification

CA creates certificates and builds Merkle Tree A 00 g

e Tree state gets checked and tree head is signed by co-

signers /!5'\ a0
|||||||||J

e Certificate is now: EEEEEEEEE
e Public key

e Path in Merkle Tree @

e The (co)signatures on the tree head

Certificate
F585

_____

® Note that these signed tree heads are with many

log entries, and can be !
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Transparency sustainability

e Instead of many distinct logs with all certificates, CA now maintains its one list
e Cosigners ensure transparency properties

® ComparedtoCT , MTC log entries are 12x smaller
e 97x smaller than CT+ML-DSA-44
e Mirrors now provably identical
e monitors only need to download one time
e More feasible to run mirrors
e |oad spread out more
e Log errors/downtime only means issuance failure, no log disqualification

Public - Copyright PQShield Ltd - CC BY-SA 14
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Optimised certificates

e 3 ML-DSA signatures: 7,260 bytes (1 CA sig, 2 SCTs)

® Jinclusion proof: bytes

e Tree size depends on issuance rate

e (estimated from Web PKI / Let’'s Encrypt volumes)
e No longera need for intermediate certificates

Public - Copyright PQShield Ltd - CC BY-SA 15
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® TLS

® TLS

How to deploy this?

(browsers) must be updated with support

Ability to out-of-band if you want maximum performance

must be updated with support
Clients will indicate which tree-heads they have

Server selects “ ”or“ ” MTC certificate

e “Full”will include the signatures on the tree head
e “Signature-less” omits signatures if client is up-to-date with tree heads

Server must update its inclusion proof periodically

® |ikelyvia (aka Let's Encrypt’'s “certbot”)

- 72 SHIELD
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What about “old-fashioned” certificates

e MTC will (likely) only work in WebPKI and similar settings

e “Old-fashioned” certificates with chains of signatures will probably continue to exist
e Fall-back in the WebPKI
e Private PKls
e Non-Web use cases

Public - Copyright PQShield Ltd - CC BY-SA 17
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How real is this?

e Proposal is being pushed by and

® Standards are being developed in the (PKI, Logs, And Tree Signatures) working group in IETF
° | am co-chair of this working group
e Please

e Join the mailing list

e Cloudflare and Google they will start experimenting on the web in 2026

Public - Copyright PQShield Ltd - CC BY-SA 18
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What is MTC really telling us?

e Things have been built based on certain assumptions that may no longer be true
e Things have been built over time

Public - Copyright PQShield Ltd - CC BY-SA 19
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Re-considering assumptions

e Traditionally, signatures similar to key exchange
e Famously, RSA signing is “encryption in reverse”
° ML-KEM is quite a bit smaller than ML-DSA!
e Whatif we use KEMs for authentication instead of signatures?

Public - Copyright PQShield Ltd - CC BY-SA 20
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Authenticated Key Exchange via KEM

Peter Douglas

(ss, ct) < KEM.Encapsulate(pkpoygias)

ct

»

ss + KEM.Decapsulate(ct, Skpouglas)

K + KDF(ss) K «+ KDF(ss)
MACKk(- - - )

<
<«

Note that this protocol assumes that we have already exchanged the public keys!

Public - Copyright PQShield Ltd - CC BY-SA 21
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But, KEMs are not the same as sighatures

e Signatures let you authenticate Client Server
ClientHello = = =  ————m———n >
< ServerHello
. <eoo>
® KEMs are inherently
. . . <—mmm———- <Certificate>
° ,this means that KEM authentication
would require an additional round-trip in TLS <KemEncapsulation> —-—-——— >
e TLS 1.3 was specifically designed to reduce . <Finicheds
the number of round-trips to ! crinisheds N
[Application Data] <------- > [Application Data]

<msg>: enc. w/ keys derived from ephemeral KEX (HS)
[msg]: enc. w/ keys derived from HS (MS)

Public - Copyright PQShield Ltd - CC BY-SA 22



KEMTLS

KEM for
ephemeral key exchange

KEM for
server-to-client
authenticated key exchange

Combine shared secrets

Schwabe, Stebila, Wiggers. Post-Quantum TLS without handshake signatures. ACM CCS 2020

.. PeSHIELD
Client Server
TCP SYN static (KEMs): pkg, sks'
TCP SYN-ACK

(pk,. ske) < KEM,.Keygen()
pk.

(sse, cte) < KEM,.Encapsulate(pk,)
Ky, K{ « KDF(sse)

cte, AEADK, (cert[pks])

sse « KEMe.Decapsulate(cte, ske)
Ky, K{ « KDF(sse)

(sss, cts) « KEM;.Encapsulate pkg)
AEAD: (cts)

sss « KEM;.Decapsulate(ctg, sks)
Ko, K}, K}/, K}

AEADg;, (key confirmation), AEAD K; (application data)

AEAD K;:(key confirmation)

AEADk;(application data)

Public - Copyright PQShield Ltd - CC BY-SA
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Re-considering the status quo

[ ]
Re-designing the WebPKI from transparency first, instead of bolting it on
Leaning into the strengths of the Merkle Trees already used in transparency
[ ]
Why are we even using signatures?
Use implicit authentication to avoid the round-trip cost of KEMs
[ ]

e MTC:
® Post-Quantum TLS & KEMTLS:
e AuthKEM (KEMTLS) IETF draft:

Public - Copyright PQShield Ltd - CC BY-SA 24
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Messaging

Public - Copyright PQShield Ltd - CC BY-SA 26
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Messaging

\/8 22

How do | still send messages when the recipient is unavailable?
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Sending message
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X3DH

e Signal's well-known key exchange protocol

® Heavily relies on non-interactive DH key
K, IKg

agreement for authentication

/

1\

EK,

A WD
%2
Y
A
w

Image from Signal’s X3DH spec

Public - Copyright PQShield Ltd - CC BY-SA 29



X3DbH PQXDH

e Signal's well-known key exchange protocol
® Heavily relies on

for authentication
o tape a PQ KEM on top

® Only offers
security
e Afully post-quantum solution is still open

- FaSHIELD
IK , IKg
~
1
/ 2
EK, —|3 SPKg
“al
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Towards fully PQ Signal key exchange

e In (PQ)X3DH, computing
authenticates Alex to Blake

® This is possible because DH is

e Signatures are non-interactive but also

® Signal requires

K,

~~
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SPK

OPKj

Public - Copyright PQShield Ltd - CC BY-SA
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Ring Sighatures

Users Ui each have (vki, ski)

Signing: S1g <— RingSign(ski, msg, )
Verification: 1/0 < RingVerify(ivki, vkji, vkk, vkmn, ..}, msg, sig)
Should be hard to tell which user of {vki, vkj, vkk, vkm, ..} wasthetruesigner!

Public - Copyright PQShield Ltd - CC BY-SA 32
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Deniable Authentication from Ring Signatures

e Alice generates and publishes Ring signature keypair (vka, ska) and throw away ska
e Bob who wants to authenticate to Alice signs msg with Bob’s skg and ring $vka, vka}

® Now:even ifyou get sig unclear who produced the signature, !

® But, Bob must have produced the signature

Public - Copyright PQShield Ltd - CC BY-SA 33
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RingXKEM: Deniable KEX for Signal

® Use for key establishment and implicit, deniable authentication of Bob
e Usedeniable PQ Ring signatures for deniable authentication for Signal
e Building on Brendel et al. (PKC22), Hashimoto et al. (PKC21, JC22)

® New notion of (instead of anonymous RS) allows for efficient, provable
constructions and proposing (building on Gandalf, [C:GaJaKi22])
® Use to optimize delivery of by amortising the cost of signatures
® Security ina for protocols that allows

of BAKE protocols (X3DH, PQXDH, RingXKEM)
° Hashimoto, Katsumata, Wiggers. Bundled Authenticated Key Exchange: A Concrete Treatment of (Post-Quantum) Signal’s
Handshake Protocol. USENIX 2025
° in a framework that allows different BAKE protocols

° Katsumata, Niot, Tucker, Wiggers. Comprehensive Deniability Analysis of Signal Handshake Protocols: X3DH, PQXDH to Fully
Post-Quantum with Deniable Ring Signatures. USENIX 2025

Public - Copyright PQShield Ltd - CC BY-SA 34



Table 1: Signal key exchange protocols and their deniability and security properties

Signal handshake protocol deniability properties

. "“SHIELD

Protocol: X3DH PQXDH PQXDH RingXKEM SignXKEM
Classic A/D Classic A/D QC&:IsliLcmﬂD Classic ;‘/guantum Classic ;I/guamum
Dl lemk dsc  leak dec  lemkase OROM  iacage OROM 5 Qrow
local e o e o o o v e o v e o v
global e o e o e o v e o v e o v
& local o o o o e ? e ? eCe ?
$ global e e e e e ? e ? ‘e ?
Security [HKW25] Classical Harvest-Now Decrypt-Later Fully post-quantum

Legend
Last-resort prekey:
No Yes
Icon leak/disc leak/disc
[ ) high high
) high med
() med med
(9] med low
(@) low low
? Open problem
Accusers A restricted
S0 to being senders, no
deniability otherwise.
t Proof using GGM.

Example: RingXKEM is local deniable with leakage leak = high and disclosure disc = high even if a last-resort prekey bundle was used.
SignXKEM is local deniable with leak = high and disc = med, but restricted to leak = med and disc = low using a last resort prekey
bundle.
Remark: For strong deniability, we always set disc = high, since we have no control over the information a malicious accuser may reveal.

Public - Copyright PQShield Ltd - CC BY-SA
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Deployment by Signal

® Signal already deployed which gives post-quantum
(see one of many nice talks e.g. at RWC 2025)

® Signal intends to deploy RingXKEM with (Fiedler, GUnther, Pan, Zeng, Crypto 2025)

® XHMQV:essentially, X3DH x HMQV -> a more optimized protocol
e Hopefully some time in 2026

Public - Copyright PQShield Ltd - CC BY-SA 36
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WireGuard

e Fairly recent but popular VPN protocol by Jason Donenfeld
e Looked at other VPN protocols and said “that’s way too complicated”

° design allows many optimisations and a small implementation
e Only X25519, ChaCha20-Poly1305
e 32-byte public keys == user identities: no certificates, PKI, ..

e Resilienttoabuse

e Implemented in the Linux kernel

Public - Copyright PQShield Ltd - CC BY-SA 38
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Pre-Quantum WireGuard

Has keypair (¢, g¢) Has keypair (s, g%)
Knows server’s g° Knows client’s g¢
e & Zq

K «+ KDF ((g%)°)

e7 AEAD C S
9", AEADx (4% K  KDF ((9")")

e & Zq

K" KOF (K(¢*)°1(6") l4*)" Ipsk)
g¢, AEAD/(0), - - -

K’ KDF (K| (9"l (9)“ll(g*")"lpsk)

K" + KDF(K")

Public - Copyright PQShield Ltd - CC BY-SA 39



High-Level PQWG handshake

Has keypair (pk.,sk.)

Knows server’s pk,

(pk,, sk.) & KEM.KeyGen()

Send hash instead of pk for space  (ss,,ct,) & KEM.Encaps(pk,)
K <« KDF (ssg)

PSK to authenticate first message
e No DH NIKE pkicts) AEAD (H(pk.)), - --

cte)ct.)AEAD . (0), - - -

ss. «+ KEM.Decaps(sk,, ct.)
ss. < KEM.Decaps(sk, ct.)
K’ < KDF (K||ssc||ssc||psk)

K" + KDF(K")
Hulsing, Ning, Schwabe, Weber, Zimmermann, Post-Quantum WireGuard. IEEE S&P 2021

e o o

. "eSHIELD

Has keypair (pk,,sks)
Knows client’s pk,

sss < KEM.Decaps(sks, cts)
K + KDF (ssg)
(5S¢, cte) ¢ KEM.Encaps(pk,)

(5S¢, cte) < KEM.Encaps(pk,)
K' + KDF (K ||ss. ||ss.

Public - Copyright PQShield Ltd - CC BY-SA
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Key exchange theory meets practice

® Fortechnical reasons, WireGuard’s handshake runs over UDP

® UDP does not support packet fragmentation

® This means that we supporta maximum payload of ~1200 bytes assuming the minimum IPv6e MTU

Initial message Ephemeral pk 32B 800 B

Client id pkC 328 800 B

PQ-only: ciphertext to pkS N/A 768 B
FER el plesscies | Ephemeral pk / ciphertext 32B 768 B

PQ-only: N/A 768 B
Client identity ciphertext

Public - Copyright PQShield Ltd - CC BY-SA 41



Careful selection of primitives
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[SP:HNSwz22]
32 8B

IMEINGEEEY:T--3 Ephemeral pk
Client id pkC 32B

PQ-only: ciphertext N/A
to pkS

Response Ephemeral pk / 32 B
message ciphertext

PQ-only: N/A
Client identity
ciphertext

800 B

800 B

768 B

768 B

768 B

800 B (MLKEM)

32B (H(pkC))

96 B (McEliece)

768 B (ML-KEM)

96 B (McEliece)

Public - Copyright PQShield Ltd - CC BY-SA

42



- 72 SHIELD

Classic McEliece

e WG Identity public keys are never transmitted over the wire
e Soapublic key of 260 kB isn’t any problem, ?

e

4

Public - Copyright PQShield Ltd - CC BY-SA 43
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Implementation concerns again

e Servers usually have many clients
e 260kB public keys x many clients = much memory used

® WireGuard implemented in the operating system for performance reasons
e Memory allocation is more restrictive
e Nochance forembedded devices to deal with these public keys

Public - Copyright PQShield Ltd - CC BY-SA 44
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What are ML-KEM ciphertexts anyway

But can we also do this?

Encaps(@) = (-, ‘) Encaps(@ , @ )=
ncars@)- ([, @) (N & @)

Related ideas: multi-recipient KEM (mKEM), Katana

Public - Copyright PQShield Ltd - CC BY-SA 46



Reinforced KEM

e Concept: 2-recipient-2-message KEM

e Encapsulate to two public keys

® Need both secret keys to recover the KEM
shared secret

- 72 SHIELD

Keygen
Reinforcing pk
Keygen

REncaps pk, rpk

RDecaps sk, rsk, ct

pk
sk

rpk
rsk

ct
K

K

Public - Copyright PQShield Ltd - CC BY-SA
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We have code

TABLE 2. PERFORMANCE AND SIZES OF ML-KEM VERSUS RKEM.
BENCHMARKS WERE OBTAINED ON AN INTEL CORE-17 12700H CPU.

ML-KEM-512 RKEM
Operation Cycles  Size Operation  Cycles Size

KEM.KeyGen 60364 800B KeyGen 239557 1376B
RKeyGen 239717 864 B

KEM.Encaps 68330 768 B REnc 658294 1088B

KEM.Decaps 87900 RDec 708 649

Public - Copyright PQShield Ltd - CC BY-SA
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[SP:HNSWZ22]
32

B 800 B 800 B (MLKEM) 864 8B
(RKEM rpk)

Client id pkC 32B  800B  32B(H(pkC)) 32 B (H(pkC))

IVAEI N EEEE:-T-CHl Ephemeral pk

PQ-only: ciphertext N/A 768 B 96 B (McEliece) 96 B (McEliece)
to pkS

Response Ephemeral pk / 328B 768 B 768 B (ML-KEM) 1088 B (RKEM)
message ciphertext

PQ-only: N/A 768 B 96 B (McEliece) N/A (RKEM)
Client identity

ciphertext

Reduces server's client identity storage requirement by 190x

Confidential - Copyright PQShield Ltd - CC BY-SA 49
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Applicability of RKEM

® Protocol authenticates via KEM key exchange,

® Responder knows initiator’s static public key in protocol,
e Not suitable for protocols that encrypt initiator public key with ephemeral KEX
e Protocol does ephemeral key exchange

WireGuard is a nice of this. Other examples:
e KEMTLS-PDK’s client authentication
e Noise Protocols IK cwe, IN, KK, KN, ...

e Nice additional argument in favour of switching from signatures to KEMs for authentication (even
more size reduction, KEMs were already smaller, KEMs were already faster, ..)

Confidential - Copyright PQShield Ltd - CC BY-SA 50
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Revisiting Post-Quantum WireGuard

e Improved design of PQ WireGuard (based in PQ Noise + KEM binding attack fixes)

e Proof of security

e Reinforced KEM allows avoiding overloading servers with excessively large client public keys,
reducing public key memory by 190 to 390x

e Servers are still authenticated by Classic McEliece

e Still needs PSKs to authenticate the first message..

Public - Copyright PQShield Ltd - CC BY-SA 51
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Conclusions

The lessons from

® PQTLS: Migrating some protocols is a “drop-in” of primitives, but be aware of secondary effects such
as bandwidth costs

® PQ TLS: Re-considering the status quo can lead to significant (even non-PQ) performance benefits

® PQ Signal: Diffie—Hellman was very nice, but non-interactive uses are hard to lift to PQ

® PQ Signal: achieving deniability requires non-traditional primitives

® PQ WireGuard: Underlying technical restrictions may make a post-quantum version difficult to
prohibitive

Public - Copyright PQShield Ltd - CC BY-SA 52



PQShield Round 2 Round 1 History Contribute 2 [

Post-Quantum Signature Schemes

Comparing NIST on-ramp candidates and standardized schemes. Click column headers to sort. Use the filters to narrow down by category, security level, or size consti P
Data reflects the latest known specifications for each scheme, last updated 2025-12-20. Consult the individual scheme websites for the most current information. n ew !
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